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Introduction

This is the first time that candidates have sat examinations for this unit, which requires them to
explore how current and emerging digital technologies impact on the lives of individuals,
organisations and society. This is an untiered paper that has been specifically designed so that
easier questions are more prevalent earlier in the paper, becoming progressively more difficult
later on. This paper has been designed to be accessible, so that candidates of all ability ranges will
find questions that are both challenging and interesting throughout. Candidates will find that
‘command words’ are used consistently in the paper to indicate the type of response expected. It is
hoped that candidates will demonstrate the knowledge, understanding and skills required to be
confident users of ICT.

Successful candidates often provided more detailed responses, providing more than just simple
statements, including examples and reasons where expansions or explanations were required.

In the extended questions, candidates must demonstrate a better understanding of the
requirement to 'discuss' and should note that a conclusion is not always required.

Candidates should develop their use of subject specific language and avoid giving generic
responses, responding in the context of the question.
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Question 1 (a)

Many candidates failed to gain marks as they talked about the use of other sensors in the mobile
phone and did not focus on the movement sensor.

There were a lot of answers that mentioned the variation in the brightness of the screen and others
that talked about temperature sensors.

1 Kiki buys a smartphone.
(@) The smartphone uses a sensor that detects movement of the device.

One way in which the smartphone uses data from the sensor is to switch itself off
if dropped.

Give two other ways in which the smartphone could use data from the sensor.

(2)

- /(/ Cﬂi«tl//éé’/f éeéﬁf wsed te (7 k he 55995

ResultsPlus

Examiner Comments

This response gained both marks for two discrete correct
responses.

IGCSEIT 4IT1 01



Question 1 (b) (i)

Some answers were vague and talked about the connection being 'stronger and safer' rather than

'faster and more secure'.

(b) Smartphones can be connected using wired or wireless methods,

() Give two advantages to Kiki of using a wired method to connect to the
smartphone,

ResultsPlus

Examiner Comments

This response gained both of marks available. Speed and
security were common correct responses.
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Question 1 (b) (ii)

Many responses mentioned that wireless is easier to setup and that no wires lying around keeps
things tidy. Both of these responses were not rewardable.

(i) Give two advantages to Kiki of using a wireless method to connect to the

smartphone.
(2)
1. . DEFINATELY.. NORZE. . corfORTABLE . cASY. . TO. MONE. ..
........ AN DL oot
2. .CREAPER, NO  NEEC. TO.. &8 A LI

ResultsPlus

Examiner Comments

The reference to comfort in this response is irrelevant, but
a mark is gained for 'easy to move around'.

The second response gains a mark, too.
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Question 1 (d) (i)

This question required candidates to draw a diagram to show how a smartphone can be used to

provide a tablet computer with an Internet connection

(d) Kiki meets her friend, Zara.

(i) Draw a diagram to show how Kiki‘s smartphone can be used to provide Zara's
tablet computer with an Internet connection.

Label each component and the connectivity you use in your diagram.

Examiner Comments

All 4 marks were awarded for this response.

'4G', displayed on the phone gains two marks (from mark
point 1 and 2) - see Additional Guidance in the mark
scheme.

The third mark is gained as the devices are shown to be
connected and the Wi-Fi symbol gains the fourth mark for
the connectivity between devices being shown.
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Question 1 (d) (ii)

There was a tendency to repeat the wording of the question which did not allow the award of
marks.

(iiy Explain why sharing an Internet connection would affect the bandwidth

available to Kiki's smartphone.
(2)

KL S SMARTPHONME .. WWOULD. . BB, MUCH  SLOWER . nwWHEN....

AJSING.. THE  INTELZNET  SECAUSE  SE.. wWwoulD.. BE. . SHARING. T ..

ResultsPlus

Examiner Comments

1 mark is awarded for this response as, if taken alone, the
phrase 'she would be sharing it would imply 'sharing
bandwidth' (given 'it' is the subject of the question).
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Question 1 (e)

Many candidates failed to gain marks for this question becuase they incorrectly stated
'multifunctional' rather than 'convergence'.

Many candidates declined to offer a response to this question.

Question 1 (f)

Many candidates used the term 'process' and there was a lot of reference to the 'brains of the
computer'.

Many students made reference to the speed of the CPU: there seemed to be a general lack of
understanding as to the function of the CPU.

(f) The smartphone has a 4 GHz CPU.

Describe the function of a CPU.

amalicn 7ol
op Clam1am) o), 4wtioh oud |
............ iy which 1TThon clibpluged onodfud, 715

ResultsPlus

Examiner Comments

This response gains the first mark for 'Carries out'
(implying 'executes') and the second mark for
'instructions’.
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Question 1 (g)

Many implied incorrectly that the purpose of application software was to run the smartphone.

(g) The smartphone uses application software,

Describe the purpose of application software.

........... Aoplicaon sol fuae_ sve  solbwnses Duat a ...,gm@;,.b;./ sy vsel)
T“vdﬂ’ ot onchondith 17 T g do oy [PUIOE Dilie. soflbar
i T o b ool Joradate. M f’\ h"Sagwaﬁﬂ'(&;-

Aptligaon ﬂmﬁ can do_mana Kungs of Pyl j (Lau? loffis | Wad Pessind), ..

l.nm ($ sheet] o (rrofhal S (b drow agls |

ResultsPlus

Examiner Comments

In this response, the inclusion of 'write letters' and 'draw'
implies a user is involved (the application cannot do this
without one).

Marks were awarded for responses that indicated user
involvement (e.g. allows 'you' to).
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Question 1 (h)

All three mark points were seen, with 'portable’ being a common response.

Incorrect answers mentioned more/large space/capacity/memory/information apps. Also faster/
quicker speed.

(h) Explain one benefit of using solid state storage with a smartphone.
(2)

...... ‘Lt:o\oe&nothavzangmovmgPgrt&f
hetefore Lk WML (ot MOKe any nowe. .

R

* ResultsPlus
Examiner Comments

‘Does not have any moving parts’ gains a mark, but
reference to noise was not rewardable.
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Question 2 (a)

Candidates commonly failed to gain marks because they gave a response based on the general,
colloquial understanding of the term, mistaking it for a wireless access point.

2 Zara uses her tablet computer to watch TV online.

(a) Describe the function of a router.
(2)

O SO AdA. e P adcliresses. of. all..fng...

.......... e 2 S

ResultsPlus

Examiner Comments

This response gained both marks for 'store IP addresses'
and 'forward by quickest route'.
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Question 2 (b)

Common responses included 'wider variety of content' and 'anytime and anywhere'.

Some responses failed to gain marks as they stated there was no need for TV to download and
reference to streaming.

(b) State two benefits to Zara of online TV.

PU&O’\&—M}-&

o

(2)

-

A

W AN o — oty e = .

€.0. WX oreepisocke thalt IR awadable/
3 P ‘\\’\S o\ :\Ef /Lo~ Lo X T~ Y um S\ wataMs.

ResultsPlus

Examiner Comments

A range of good responses were seen for this question.

For this response, the first mark is gained for "She has a
wider range of selection”. The second mark is awarded for
“can watch it when she wants”, as it implies 'always
available'.

IGCSE IT 41T1 01
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Question 2 (c)

Most candidates attempted a response but many did not gain marks as they simply described the
four stages listed in the image.

'Ransomware' and 'malware' were commonly awarded marks.

The mark for 'encrypt’ was often lost when candidates used the term ‘locked'.

Responses mentioning incorrectly 'pharming’, 'phishing' and 'hacking' were frequently seen. There
was also frequent misunderstandings of a trial or subscription having run out and a payment being

due. Candidates also gave details of what Zara should do, rather than what has happened.

(c) Zara streams an online video. She sees the notice shown in Figure 1.

~ 2

What has happened?
Your files are no longer accessible.

Can | get access to my files?
Yes. Send a payment as described below.

How long do | have?
You have 14 days to send payment.

How do | pay?
Send £500 in Bitcoin to abc123def456ghi789.
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Describe what has happened to Zara.
(4)

e ROARSS N0 MR Cormnputer... hAb... 0CC L fectld] -%,
.................... Bmmmmffhmmaamwé»m),
............................. Moambcy  tw GG bl vsed . My to. Stesedle.
......................... Yoo dndes . aundh .. 3
Tk Zedd dOCS il ROV, Ol fie .. plyLictink...

(S mnde da.  ofteimer/

%Z ResultsPlus
Examiner Comments

This response gained all four marks
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Question 2 (d)

Marks were frequently awarded for mentioning that the TV screen was bigger and had a better
resolution.

(d) Give two benefits to Zara of connecting her tablet computer to her television.

- %WW*%MMde

................... X 40 4 81
2 Q?unwfeanvmfm&

ResultsPlus

Examiner Comments

'Bigger screen' gains a mark.'Less straining' is enough for a
second mark (from mark point 3)
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Question 2 (e)

Candidates were often able to name more than three methods of preventing unauthorised access
to the data. However, there were quite a few responses including 'Firewall', which was not

rewardable.

(e) Zara uses a PIN to unlock her tablet computer.

List three other methods she could use to prevent unauthorised access to her
data.

ResultsPlus

Examiner Comments

One mark each was awarded for 'Face recognition' and
'Password'.'Biometric scanner' cannot be awarded as a
mark for a biometric method has already been given.
However on the same line is 'fingerprint', which was
awarded.

IGCSE IT 41T1 01
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Question 2 (f)

Marks were not awarded for reference to phones or the concept of accessibility anywhere.

(f) Explain one advantage of using hosted applications with tablet computers.

ResultsPlus

Examiner Comments

Both marks awarded for 'doesn’t have to be installed' (1)
and 'taking up storage' (1).
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Question 2 (g)

A good range of correct responses were seen, although there were a few candidates who declined
to respond. Of those who failed to gain marks, responses often referred to 'cost’, 'security’ and 'lack
of viruses'.

(g) Explain one advantage of using locally installed applications.

(2)

ResultsPlus

Examiner Comments

'Work everywhere'(1) and 'without internet' (1) were both
rewarded in this response.
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Question 3 (b) (i)

Candidates often mentioned speed, amount of data, range, capacity, Health and Safety issues and
bandwidth; none of which are relevant to the context of the question.

Some responses gained a mark for referring to 'line of sight'. Very few made the connection to the
context of the question to gain both marks.

(b) The health monitor uses Bluetooth to transfer data to the smartwatch.

(i) Explain why Bluetooth rather than infrared is used for this transfer.

kmgv&\f@-& ............................... w—* ............... QQSS—\—VOMLgIAQGV

............................................................. V‘Ljﬂ\-"éﬁ%

............................................................................ u-e__a.s‘.cg(e.__

ResultsPlus

Examiner Comments

'Can't pass through clothing’ refers to the need for infrared
to have line of sight, so gains a mark.

However, this response is typical in that it does not go on
to relate this explanation to the context of the question.
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Question 3 (b) (ii)

Marks were often not awarded for responses that gave generic answers referring to ‘stronger
connection’ or a comment on the size of the file.

(i) Give two factors that might affect the speed of the transfer.
(2)

B RBaddd p Q{M__MMM ..... cald.. denel ak...
&M@mﬂ Lot .Hm ............ q totorgpr.

Didece . bedotan . be..... & ..... dowtas..... Bluekeft. 6. s&# a{sﬁ..e. Jadz
y% ..... MGM{@W?&&-&&) ..... f/m ...... Sé/dérnspeadﬂbrﬁé(. ......

<€Z ResultsPlus
Examiner Comments

This response gains both marks for mentioning
'bandwidth' and 'distance’.
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Question 3 (c)

Marks were often gained for responses mentioning ‘scrambling the data, so that it cannot be
understood without a key'.

(c) Some data needs to be encrypted when it is transferred.

Describe how encryption helps keep data secure,

(2)
............ Enguelton . summ s do P defb- nm{[ng - ynr&M .

G5 Who olont 1}% ..... have. s e fmjsawaf)
1= T o D 0k for. @@( bu,'g

§*3=Q%/¥+w wﬂuw/f a}usef ....... b&a ........... unwnted p&f@

ResultsPlus

Examiner Comments

This response gained both marks for 'scrambles the data'
and 'making it unreadable'.

Also 'to the people who don't have a key' implies a key is
needed (but both marks had already been awarded).
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Question 3 (d)

Common responses that gained marks included ‘time taken to reach destination’, ‘steps taken to
reach destination’ and ‘quickest route’.

Many candidates failed to gain marks because they responded with reference to calculating their
location or the location of the device.

(d) Ruwan's smartwatch uses GPS to monitor his location.

Give two pieces of information that could be calculated using GPS data.

(2)
| [ AN \eCeNON ] N NS RO, XOUCACES o
et I« - B < - S 2
2. ke NG Tk WA AL PO A0 reseha
..................... IS DOCEATINY e
ResultsPlus

Examiner Comments

This response gained both marks for 'location he is
heading towards' and reference in the second part of the
response to 'time to destination' (benefit of the doubt was
given here).
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Question 3 (e)

Candidates gained full marks for this question by showing understanding of how location is shared
and what the consequences could be.

Many candidates gained a mark for showing understanding that GPS would share location, but the
second mark was sometimes a repeat of the question, simply mentioning 'risk'.

(e) Some social networking services use GPS data.

Describe how the use of GPS data could place social network users at risk.

.............. ?KI:_ , &@3

ResultsPlus

Examiner Comments

Two marks gained for linking 'anybody could know where
you are’ to 'lead to abduction'.
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Question 3 (f)

There was some confusion from candidates between MiB and MB. As this is the first sitting of the
paper, candidates were awarded marks for responses referring to MB (1000) rather then MiB
(1024).

Centres are advised that, in future series, this will not be the case. Please ensure candidates are
prepared for assessment of the most recent version of the specification, which can be downloaded
from the Pearson qualifications website.

(f) The health monitor stores 4 MiB of data.

Construct an expression to show how many bits are in 4 MiB.

_____________________________________________________________ SN AR RON XE
_____________ B 0= W T o 20 1%~

ResultsPlus

< Examiner Comments

This would have gained all three marks even without the
right answer.
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Question 3 (g)

Many candidates gained marks from this question. Responses relating to advertising through social
media were common. Customer benefits and access to a global workforce were also described.

Where candidates failed to gain marks, it was often for responses that incorrectly referred to profit.

(g) Ruwan purchased his smartwatch online.

Describe two ways in which the Internet can impact positively on companies that

sell goods.
T AGCR e SRR e s, TR, ......£ S =V -5 V- = N o
PR v N T Y = o OO it — LSS N O .o %, S . S ¥ 5 SO -, . C Y L VT . o ~ 375 NO—

@mﬁ&hmw%mmantmneumgma

L o = T N e S R

q;:&hajmhfum\:}f\:.li‘%nﬁé‘;&ummqry __________
NPTV =S ST SR L= S S = =t
o v

DOIATAIARL R e D3 AN e SO EATOE G e NN RTINS SIS

ResultsPlus

Examiner Comments

This response gained all four marks.

The first part of the response gained two marks for
referring to increasing consumers (as the response refers
to the fact that consumers could not gain access before)
and are now able to access from places in which were
previously inaccessible.

The second part of the response gains a further two marks
as it links less cost to maintaining physical stores.
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Question 4 (a) (i)

Where marks were gained, it was often for describing bias well as one-sided or prejudiced.

Many candidates incorrectly provided responses related to sporting activities. For example, for
‘age’, there were a lot of responses referring to the age of the user rather than the age of the
information.

Very few marks were awarded for ‘reliability’ with very few responses mentioning the comparison
of information.

4 Ruwan searches online for local sporting events.

(a) Ruwan evaluates the fitness for purpose of the search results.

(i) Complete this table to show how each property can negatively affect the
fitness for purpose of information.

(3)

2rfaia 4
up, Iﬂw"b“@ ‘faw\éﬁ ) ﬁ%&ghﬁ thow

‘on st R.LI +
Onl@ 3f.qum .&;pa cofe
i?, 0(0! pecp{( mwm rﬂga[ terocffy feref

M (AN H hﬂ i
wd?wog G he —PaEc q;l :«cms;(;r T

ResultsPlus

Examiner Comments

A mark is gained for 'Not considering all the possibilities' in
the 'Bias' section.Responses relating to age group were
common incorrect responses for the 'Age’
section.'Inconsistent’ was enough to gain a mark for the
'Reliability’ section.

IGCSE IT 41T1 01
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Question 4 (b)

Responses often mentioned the need to consider keywords, but frequently did not refer to the
relevance of keywords.

For relevant, ‘accurate’ was often seen. For irrelevant, ‘wrong’ was frequently offered.

(b) Explain why Ruwan must consider his use of keywords when using a search
engine.

2
it B scare® (2)

ResultsPlus

Examiner Comments

This response gains both marks as it mentions matching
keywords to websites.
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Question 4 (c)

Candidates frequently mentioned entering different keywords, even though the question stated
that Zara had entered the same term.

Others failed to gain marks because they stated that she was at a different location.

fic” Fastesd of okt owler W [ e MW gphok,
(c) Zara enters the same search term as Ruwan but receives different results.

Explain why Zara receives different results.

Tln{r%ulkjmza&, ..... aﬂpeddbjﬂ/mmf’ﬂuforsﬁr

....... L%nu,,&m%

ResultsPlus

Examiner Comments

This is an example of a response that gained both marks.
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Question 4 (e)

Many candidates gained marks for stating that MAC addresses are unique, but responses did not
always mention that the firewall checks addresses against whitelists/blacklists.

(e) Describe how MAC addresses can be used to prevent access to networks.

ResultsPlus

Examiner Comments

The first mark from this response was gained for 'MAC
addresses are unique to every device'.

'Identified’ is not enough for 'checked' and 'restricted
access' is a repeat of the question.

The second mark was awarded for 'Firewall can be used'.
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Question 4 (f)

Candidates failed to gain marks from the higher mark bands when they listed what the services can
do and the causes of the gap, rather than the impact on the gap.

Of those who gained marks from the lower bands, many described general Internet access rather
than cloud services.

A common misconception surrounded the use of the words ‘rich’ and ‘poor’ and candidates often
related these to economics rather than technology.

(f) Analyse how the use of cloud-based services has impacted on the gap between
the information rich and the information poor.

IGCSEIT4IT1 01 31
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ResultsPlus

Examiner Comments

This response provides elements of knowledge about uses
of cloud-based services, given at the end of the response.

There are links between the causes of the gap and the
services, but not on how the services impact on the
gap.There is, therefore, no mention of the impact of the
services on the widening or narrowing of the gap, so this
does not meet the Level 3 descriptor.Ilt meets the
descriptor for top of Level 2 and was awarded 5 marks.
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Question 5 (a)

The majority of responses gained the mark by stating 'The Internet'.
Where responses failed to gain marks, it was often for stating 'World Wide Web', or ‘Wi-Fi'.

5§ James teaches in a school that uses a local area network and a wide area network,

(a) Give one example of a wide area network.
(1)

ResultsPlus

Examiner Comments

This is a typical response gaining one mark.
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Question 5 (b)

Few candidates gained marks from this question.
Common correct responses related to braille keyboards.

Many candidates provided responses related to general peripherals (such as mice, speakers and
microphones), thereby limiting access to marks.

(b) Some learners have accessibility needs.

Complete the table to describe how two peripheral devices designed specifically

for accessibility could improve the learning of people with accessibility needs.
(4)

! Ling U Sowe 4R <ok read\rany el
A Then l"lfﬂgfmm,&ﬁ%m
fen halps Hhen and readstha Faut kotba,

2 &Grfoh.n,ﬁN“'katw\:[:w% the

neatosk .Sh*m T o Feduchay cann
Compyter s ndarsFand, Yhe Stvdents weri

ResultsPlus

Examiner Comments

The first part of this response gains two marks.

The second part of the response is typical of candidate
work that was too generic and not focussing on the
requirement of the question, which was emboldened to
ensure candidates were aware they should answer in
context.
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Question 5 (c)

Responses often referred to benefits to students and/or benefits from using technology rather than
a network.

(c) Describe two benefits to teachers of using a local area network.

......... c,remmﬁed M. SEaNT FDW\‘:C’TeﬁGmpk&;mL\Q/\
Be  documed wn by be  backedup

ResultsPlus

Examiner Comments

The reference, in the first part of the response, to 'only one
printer' was enough to allow a mark for reference to
sharing.

A second mark was given for the expansion to this: 'saves
money'.

The second part of the response gains a further two marks
for reference to central backup and management and then
the expansion of these about tasks not needing to be done
on each individual device.

IGCSE IT 41T1 01
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Question 5 (d)

Common errors included mentioning alternative backup media rather than processes, reference to
cloud backup, or repeating 'incremental’ (which was not awardable as it was given as the example
in the question).

(d) One type of backup procedure the school could use is incremental backup.

State one other backup procedure the school could use to secure its data.

B ——

ResultsPlus

Examiner Comments

A typical response that gained the mark.
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Question 5 (e)

Candidates did not demonstrate a sound understanding of the nature of acceptable use policies
(even though presumably they were taught these as part of their use of systems in the centre).

Common incorrect responses included those related to data protection, copyright, misuse of
equipment and software from a supplier’s point of view.

(e) Explain the purpose of an acceptable use policy.

ResultsPlus

Examiner Comments

This response gained two marks. The first mark was for
implying rules. The second mark was given for reference to
the consequences if a user breaks a policy.

ResultsPlus
Examiner Tip

Study the policies available in your centre so that
candidates can relate their responses to a realistic and
tangible document.
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Question 5 (f)

Many responses related to sharing files, or sharing information.

Candidates sometimes failed to gain marks as they used 'to communicate' as a verb in their
response.

(f) The learners use communication software,

Describe the purpose of communication software.
(2)

Commpmen 0. ... s.z“wqrﬂmﬁa. Tmrfdesw?whw/w/;hﬁ
wmmumm,gm.m,mhﬁ@s ...... W ol jndbyiduels. .~

ResultsPlus

Examiner Comments

Both marks were gained in this response for 'exchange' (1)
and 'files' (1).
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Question 5 (g)

Many responses focussed on the positive aspects with common positive aspects being 'fact
checking' by moderators and the ability to use the referencing facilities.

When candidates failed to gain marks, it was often because their responses related to features of
VLEs, rather than their impact; or simply referred to the impact of Internet access rather focussing
on VLEs as required by the question.

Negative aspects focussed on health and safety usage of computers in general. One common
misconception was reference to virtual reality and simulations.

(g) Discuss the impact of VLEs on learners.

(8)
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An)  de actess . (Total for Question 5 = 23 marks)

IGCSE IT 4IT1 01

% ResultsPlus
Examiner Comments

This response includes a range of points, with most
supported by examples. It considers both sides and
mostly, but not always (for example the section related to
health and safety) link clearly to the scenario.

This is a Level 3 response, but due to the lack of clear

linkage to the scenario throughout, was awarded 7 marks.




Paper Summary

Based on their performance on this paper, candidates are offered the following advice:

Develop the good practice of expanding and explaining answers using examples and reasons,
where more than a simple statement or list is required

Respond with the context of the question in mind

Do not repeat responses when more than one example/reason is required

Identify key words and command words in the question to ensure responses reflect what the
guestion asks

* When required to give one other example/reason, ensure the response is discrete from the given
example/reason

* Practise a range of extended questions, not just balanced arguments

* Allocate time to plan responses to the extended questions
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Grade Boundaries

Grade boundaries for this, and all other papers, can be found on the website on this link:

http://www.edexcel.com/iwantto/Pages/grade-boundaries.aspx
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